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Personal Internet Safety

February 27, 2024

Cady’s Minion



Relatively Easy Ways To Minimize Risk Online

1)Home Network Basics
2)Managing Your Online Identity
3)Protecting Online Financial Transactions



Home Network Basics

• Change the default name of your wireless network (SSID)
• Use a strong and unique password for your WiFi
• Enable WiFi Protected Access (best you can use of the WPA 

options)
• Turn off the WiFi broadcasting (you won’t show on the list of 

networks)



Home Network Basics

• Make sure automatic updates is enabled (everything)
• Disable remote administration access on your firewall
• Do not map your workstation to the public (usually gamers)
• Do not cache credentials you care about in your browser
• Be aware of the risks of consumer IoT devices
• Segment your network (next slides)



Home Network Basics (WiFi)



Home Network Basics (WiFi)



Relatively Easy Ways To Minimize Risk Online

1)Home Network Basics
2)Managing Your Online Identity
3)Protecting Online Financial Transactions



Managing Online Identity

• Maintain At Least Two Email Accounts
• Main account that you genuinely care about
• Junk/spam account for all the garbage instances you get asked 

to enter an email address
• Unique Passwords For Everything

• Seriously, I know it sounds unmanageable, but it isn’t that hard
• Use a password manager (like Bitwarden, 1Password, Dashlane, 

Keeper, etc)
• I currently have 124 unique passwords in my password manager



Managing Online Identity

• Enable MultiFactor (MFA) Whenever Available
• Especially anything important to you

• Probably already required by your bank
• MFA isn’t always a token.  Can also be biometric 

(fingerprint)



Have You Been Pwned?

• Spoiler Alert!  (Yes, you almost certainly have been)
• Visit https://www.haveibeenpwned.com
• Enter any of your email addresses
• You will probably see several results
• When making this slide, there were 12,868,997,436 

compromised accounts documented on this site
• That is almost 40x the total population of the United States
• This is why you should avoid re-using credentials

https://www.haveibeenpwned.com/


Relatively Easy Ways To Minimize Risk Online

1)Home Network Basics
2)Managing Your Online Identity
3)Protecting Online Financial Transactions



Protecting Online Financial Transactions

• Just like re-using passwords, re-using credit cards is also 
fraught with risks

• If a vendor you use is compromised, the credit card you 
use with them is also compromised

• You now have a huge mess because your card is 
canceled and so is everywhere you use it



Protecting Online Financial Transactions

• Use a unique virtual credit card for every vendor 
that is storing your information

• Use the main card at stores as usual
• If a virtual card is compromised, only that card 

needs to be canceled.
• Examples are Apple Card, Capital One, Citi, X1, 

Amex, and others



Protecting Online Financial Transactions

• Each virtual card can have defined spending 
limits to minimize risk (ie, Netflix can be limited 
to $50/month)



Protecting Online Financial Transactions

• Card types for additional protection
• If you only plan to buy one thing from 

a particular vendor, make a single use 
card.  It is automatically canceled after 
the transaction goes through.

• Forget to cancel a ‘free’ trial?  Use a 
card that automatically cancels after 
24 hours so you cannot be 
automatically re-billed.



THE END
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Commission Quarterly Update
February 2024

Powering our way of life.

EPMO 
Enterprise Project Management Office 



Today’s Topics

Department Purpose and Culture

Department Personnel Summary

Current Projects

Safety Update

Portfolio Summary and Accomplishments

Presentation by T&G Project Coordinator Sarah Sherman



ENTERPRISE PROJECT 
MANAGEMENT OFFICE

PURPOSE: Reduce project delivery risk by driving 
industry leading safety performance, monitoring and 

managing quality, and optimizing efficiency.

Mission: Deliver projects as predictably and efficiently as 
possible to generate the highest value for the benefit of our 
core customers.

Vision: Consistently plan and deliver projects aligned with 
the priorities of the organization to best utilize our resources 
while supporting our strategic objectives.

Power Production

Power Delivery

Enterprise Technology

Facilities

Project Services



Our Culture
We lead with overarching responsibility to

We embody our organization’s values to do what is right for 
people. We care about people’s perspectives and are intentional 

on how we treat each other.

We manage our work to these priorities:

SAFETY

QUALITY

EFFICIENCY

#1

#2

#3

PEOPLE
Our employees, contractors and customers.



Department Personnel Summary
Department FTR New Personnel Since Last Report Contractor

EPMO (JB0000) 1 None 0

Power Production (JB1000) 8 None 1

Power Delivery (JB2000) 10 Emily Damento - Contractor 5

Enterprise Technology (JB3000) 3 None 1

Facilities/Project Services (JB4000) 7 None 3

TOTAL 29 None 10

  

   Contractors continue to be a highly relied upon resource pool to complete work.

TOTAL FTR and Contractor = 39



Current EPMO Run Projects

Department Project Name Project Phase

Facilities/Project Services FMPI - PDF_PD Facilities Planning

Power Production

PR Turbine Upgrade Execution

PR Dam Unit Controls Execution

PP LOTO System Planning

WAN CO2 Replacement Planning

PR CO2 Replacement Planning

PR Generator Rewind Execution

PR Hatchery Siphon Intake Renovation Planning

PR Spillway Stability Improvements Planning

PRP Station & Substation Replace Planning

Wanapum Emergency Diesel Generator Planning

Enterprise Technology

Replace Energy Management System (EMS) Execution

Network Core Replacement (Fiber backbone) Planning

Records Management Info Governance Execution

Field Service Management (Clevest) Closing

Firewall Modernization Closing



Current EPMO Run Projects
Department Project Name Project Phase

Power Delivery

DB2    Baird Springs Substation Execution

DB2    Frenchman Hill Substation Execution

DB2    Mountain View Cap Bank Execution

DB2    Red Rock Substation Execution

DB2    Red Rock Transmission Execution

DB2    South Ephrata Substation Execution

DB2   Microsoft MWH06 Initiation

IQ3 ECBID 22.1 Ruff Substation Planning

IQ5 SR Quincy Valley Planning

LAR-STRAT 115kV Relocation Planning

LPS Quincy Foothills Substation Execution

LPS West Canal Substation Execution

QTEP    Local Loops Planning

QTEP    Monument Hill Planning

QTEP    MT View Breaker & Half Planning

QTEP    WAN  MT View 230kV Line Planning

QTEP    Wan Switchyard Planning

QTEP  Segment COL  RF  LAR 230 kV Planning



Safety 
Update

Recordable incidents: 0

Vehicle incidents: 0

Continued emphasis on job site reviews 
and contractor safety

Expect 100% attendance at safety 
meetings and complete trainings



EPMO Accomplishments

Executed progressive 
design-build contract 
for Ephrata Service 

Center

Went live with a 
Project Services 
SharePoint Page, 

including request for 
service app

Developed new 
metrics reporting for 

project Status 
Reports

Developed operating 
procedures for EPMO 

continuous 
improvement

Completed 
Disassembly phase of 

Unit 6 for T&G 
project 7 days ahead 

of schedule

5 Power Production 
personel passed 

CAPM exam in 2023

Negotiated a 
deductive scope 
change order for 
Station Service 

Project

Power Delivery team 
added two PMP and 

one CAPM 
certification

WBS development 
with project teams 

on QTEP project

Fiber project able to 
work through 

majority of winter 
with favorable 

conditions

IQ 5 planning 
schedule and cost 

established

Planning and design 
to upgrade aging 
Fiber backbone 
(Network Core)

Professional work completed by the entire EPMO Teams to provide value to our 
customers.



ENTERPRISE PROJECT MANAGEMENT OFFICE

Insert one page summary from CAO Strategy 
effort



EPMO Roadmap 2024
Activities & deliverables

Reduce 
Project 

Delivery Risk

Q1 2024 Q2 2024 Q3 2024 Q4 2024

Development 
& Skill 

Building

Portfolio 
Management 
Development

EPMO 
Maturity 

Development

Develop Project Controls Capabilities – Tools/Templates/SOP Enhancements

ELT Project Status Report – 1st Report in Q2

1

2

3

4

Q1 PRM Q2 PRM Q3 PRM Q4 PRM

Enhance Project Change Control

Project Management for the Non-PM

PM Framework Training Plan 

Develop Criteria for Resource Loading Projects

Develop Project & Portfolio Level KPIs

Improve Forecasting Accuracy – Quarterly Project Review Meetings

Develop PM 
Performance 
QA Process 

Operationalize the EPMO – Development and updates of SOPs and Framework Documents

Build out and Enhance the Project Services Department – SLAs/SOP/Intake Process

Perform 
Framework 
v5 Release

PM Performance QA Process

Develop Project Controls Dashboard

Draft 2025 Work 
Plan

Final 2025 
Work Plan



Sarah Sherman

Project Coordinator - EPMO 

Priest Rapids Turbine Generator Upgrade Project

T&G Material 
Management



Agenda
• Material Sourcing

• Subprojects

• PO Tracking & Lead Times

• Work Package Material Kits

• Overall Process 
Improvements



Material Sourcing

Project 
Materials

PUD Supplied

Voith Supplied

GE Supplied



EX. Material Spreadsheet



Subprojects
• Delegation of unit sub-systems 

and associated procurement 
activities to team members. 

• Fabrication of custom-
made parts for unit 
reassembly. 

• Procurement of materials 
for sub-systems.

• Contracts with contractors 
for specialized onsite 
work. 



PO Tracking

• Keep track of outstanding POs.

• Generate a forecasted material 
spend report.

• Avoid duplicate material 
purchases between team 
members. 



PO Tracking – Spend Report

• Greater visibility of overall 
project material costs.

• Increased awareness of when 
material costs will hit budget.



Lead Times

• Long lead time materials have been 
identified over course of T&G project. 

• T&G team’s control over material 
procurement allows for mitigation of 
schedule impact risks. 

• Recording historical lead times for future 
reference.



Work Package Kits



Work Package Kits

• Ensures contractor receives needed materials, 
broken out by work package. 

• (only parts that are needed – fewer lost 
parts/materials)

• Timing of material needs dictated by open 
communication & P6 schedule. 

• SharePoint list allows any stakeholder to 
access information pertaining to status of 
work package kits. 



Process Improvements

• Improved visibility and transparency of 
procurement activities.

• Improved tracking of materials from placement of 
PO to receiving onsite. 

• Increased tracking of material spending & costs.

• Mitigation of schedule risks. 

• Decrease in lost/misplaced parts & materials. 

• Increased labor efficiency. 



Giving Credit Where Credit is Due

JT Wallace (EPMO) – SharePoint Tools 
Nick Sackmann – Previous Materials Coordinator
T&G Engineering Team – Subprojects
Aaron Kuntz & Vince Von Paul (EPMO) – Leadership
Procurement Department – Procurement
Hydro Warehouse Team – Receiving
Maintenance Center Team – Fabrication



Thank You



Powering our way of life.

February 2024

Hybrid Credit Facility:
Energy Supply Management
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I. ISDA Trading-Transaction Summaries

II. Analysis-Why the Credit is Needed

III. Treasury-Details on Credit Facility

IV. Credit Timing

Outline



3

▪ The District’s Estimated Unmet District Load (EUDL) is a substantial annual financial position.

• The District hedges physical positions by buying or selling fixed amounts physical energy that will be delivered 
at a specified location at a fixed price.

• In contrast, a financial position is an anticipated dollar amount that is subject to moving up or down in value 
based on the market price. Financial trading does not include a delivery of a commodity (energy) but fixes the 
price at which the District would buy or sell a particular commodity.

▪ Value for 2025 is $297 million which is currently unhedged

• 2024 Auction value was $370 Million

▪ Financial trading will allow us to hedge this value to the best extent possible

• Using physical trades to hedge financial positions can lead to being caught short physically

▪ The District has recently signed agreements with counterparties that will allow us to make 

these financial hedging trades (BP Energy and Conoco Phillips)

Energy Supply Management: 
Financial Trading
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▪ The District already uses physical trades to hedge its physical positions

▪ These trades are subject to credit thresholds established by both parties and can include both 

unsecured and secured credit requirements

▪ Credit exposure is affected by mark-to-market valuation (a comparison between the purchase 

price and current market price)

▪ Mark-to-market movements can trigger the need to post additional credit collateral

▪ We currently do not have a way to post additional credit collateral, and would be forced to close 

the exposure thereby negating the value of the hedge

Energy Supply Management:
Credit Needs
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▪ The District needs the ability to post collateral to ensure the effectiveness of its physical and 

financial hedges

▪ Letters of credit are the only type of collateral that The District can provide due to restrictions 

imposed by Washington State law and our bond covenants 

▪ Most companies who engage in hedging rely upon revolving credit facilities from banks to 

establish their letters of credit

▪ We are seeking the ability to provide our counterparties with letters of credit up to a combined 

maximum of $50 million across all counterparties

Energy Supply Management: 
Requirement
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Energy Supply Management: 
Analysis

▪ On average, we expect a EUDL-sized 

portfolio to exceed $20M in credit 25% of 

the time.

▪ And we expect to exceed an additional

$20M in credit 10% of the time. 

▪ A recent example of similar magnitude: 

Grant currently has $57M exposure to 

Morgan Stanley’s 33% pooling deal
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▪ The District went through the Request for Proposal (RFP) process with the District’s Financial 

Advisor, PFM. RFP documents were sent to 52 contacts at 35 different banking institutions.

▪ The bank selected for the hybrid credit facility was J.P. Morgan.

• J.P. Morgan is compliant and can meet the needs of the ISDA contracts.

▪ Commission approval is needed for any debt transaction.

• If the Letters of Credit are drawn upon, the District would enter into a subordinate debt 
contract.

Treasury
Request for Proposal: Bank Analysis
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• The minimum cost to maintain the option to use up to $20M of a line of credit or letter of credit is:

• $115k annually for a 3-year term ($345k if no credit was drawn or letters written)

• $120k annually for a 4-year term ($480k if no credit was drawn or letters written)

• $130k annually for a 5-year term ($650k if no credit was drawn or letters written)

• Compliance to maintain*

• Annual compliance through providing or posting audited financials

• Currently updated by Accounting through External Affairs to public website

• Compliance Certificate signed by Responsible Officer

• Quarterly compliance through posting of unaudited financials

• Currently provided by Accounting through quarterly updates to the Commission and published on the Commission 

Meeting external website

• Continuous compliance

• Notices of Material events

Treasury
Credit Facility: Cost to Maintain

*Not all-inclusive of the agreement
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• Term of the Line of Credit is contingent upon the length of the agreement

• Each draw on the line of credit fee $300

• Ex/ $1M Taxable draw for 3 years at the applicable margin of 1.350% plus average SOFR costs $60.3k annually ($180.9k interest)

• Ex/ $1M Taxable draw for 4 years at the applicable margin of 1.400% plus average SOFR costs $60.8k annually ($243.1k interest)

• Ex/ $1M Taxable draw for 5 years at the applicable margin of 1.750% plus average SOFR costs $64.3k annually ($321.5k interest)

• Line of Credit to be used on a Taxable basis 

• Can be used Tax-Exempt only if for qualifying capital projects; subject to Tax Counsel opinion and IRS Form 8038

• Not currently planning to use the Line of Credit, but the option is available

Treasury
Credit Facility: Cost to Use Line of Credit
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• Cost to issue a letter of credit-to be determined with final agreement

• Compliance with usage and when the Letter of Credit is needed (internal process with ESM, Credit, and Treasury)

• Process to Request Letter of Credit

• Hand deliver or telecopy requested date of issuance no less than 3 business days prior to date needed

• Expiration Date for Letter of Credit

• Beneficiary

• Completed Letter of Credit Agreement Form

• Process to Expire Letter of Credit

• 5 business days prior to Maturity Date

• 1 year after the date of issuance

• Repayment: Letter of Credit drawn upon/paid by J.P. Morgan to counterparty

• 2 hour window after payment by J.P. Morgan

• The District enters into a separate Loan Agreement specific to the terms of the drawn upon Letter of Credit (subject to 

interest and payment terms)

Treasury
Credit Facility: Cost to Issue Letters of 
Credit
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▪ February 27, 2024: Commission review

▪ March 12, 2024: Commission approval

▪ After Commission approval: Line of Credit issued with J.P. Morgan

• Initial Credit Agreement for $20M (Combination of Letters of Credit and/or Line of Credit)

• District Representatives authorized to increase to a not-to-exceed $50M agreement with 

J.P. Morgan (Combination of Letters of Credit and/or Line of Credit)

Treasury
Timing of Credit Facility
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